PekoMeHaauum no
MOHUTOPUHTY

JIOKa/IbHO pa3BepHyTbIX cpea (On-Premise) RVS B nto6oM u3
MEeXaHMU3MOB pa3BepPTbIBAHUA.



1 OBLLEE OINMNCAHUE

B paHHOM pyKoBOACTBE OMMCaHbl PEKOMEHAAUMWM MO MOHWUTOPUHIY JIOKASIbHO
pa3BepHyTbIX cpen, (On-Premise) RVS B 11060M 13 MeEXaHM3MOB pa3BepTbIBaHUSL.

RVS pekoMeHayeTCs MOHUTOPUTb Ha HECKOJIbKMX YPOBHSIX: [AOCTYMNMHOCTb
NOJ1Ib30BaTE/IbCKOr0 MHTepdenca M nNporpaMMHoOro MHTepdenca, COCTOSSHUE O4Yepeden,
MOYTOBbIX UHTErPaLMit U CNy>K6bl dopmuposaHusa PDF1-¢aiinos.

O na skcnnyaTtauum B Kubernetes 6a30Bbii KOHTYP A0/IXKEH BKAKOYATh:

NpoBepKu cocTosHusA/rotoBHocTu (health/readiness probes);
LEeHTpa/IM30BaHHbIE JIOTU;
METPUKU UHDPACTPYKTYPbI;
APM? 1 TpaccupoBky (tracing®);
CUHTETUYECKMNE MPOBEPKU K/THOUEBBIX M0JIb30BATE/IbCKUX CLLEHAPUEB.

JlaHHOE pyKOBOACTBO HE 3aTParnmBaeT MOHUTOPUHI HUXKEIEXKALLMX PECYPCOB: XOCTOB
BMpTYasmM3aummu, y3nos (Hogos) Kubernetes n apyrux KOMNoHeHTOB MHPPACTPYKTYPbI.

1 PDF - yHuBepcasbHbI dopMaT 3/1eKTPOHHbIX $aiiioB, KOTOPbIA COXpaHSeT ToUYHoe odopMaeHNe
[OKYMeHTa (TeKcT, WpudTbl, U306parkeHns, MakeT) HE3aBUCUMO OT KOMMbOTePa, OnepaLyuoHHOM CUCTEMbI UK
Nporpammbl, e OH OTKpbIBaeTCs.

2 APM - KOMMIEKC MHCTPYMEHTOB A1 OTCAEXMBAHUA 3[,0POBbS, AOCTYNHOCTU U CKOPOCTU paboTbl
NPOrpaMMHbIX MPUSTOXKEHWA.

3 Tracing - K1OYEBOWM KOMMOHEHT APM, KOTOpPbIN OTCAEXKMBAET TOUHbIN MYTh U BPEMS BbINOJIHEHUS
KOHKPETHOIO M0J1b30BaTE/IbCKOro 3arnpoca Mo Mepe ero NpoxXoXKAeHUs Yepes BC0 CUCTEMY.
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2 JOCTYTMNHOCTb NPUNOXXEHUA

2.1 Ponb npunoxkenusa (APP-pob)

o penunsa 1.27.0 ncnonb3yroTcs caenyolme MapLupyThbl 415 PEryasapHbIX MPOBEPOK
(health-check):

. KOMMOHEHT app: /teapot Bo3BpawiaeT cTpoky "l am a teapot". Mcnonb3yinTe
JaHHyto perynspHyto npoeepKy TOJIBKO B cnyvasx, ecam Baw 6anaHCUPOBLUMK/cUcTEMA
MOHUTOPUHIa YMEET NPOBEPSATb TENIO OTBETA;

o KOMMOHEHT nginx: _.gif.

Mocne penusa 1.27.0 ucnonb3yroTcs CTaHAapTU3MPOBaHHbIE MapLUPYThI:

o Readiness check - /readyz - npoBepKa roTOBHOCTW MPUIOXKEHMS, BK/IHOYAs
[OCTYMNHOCTb 6a3bl AaHHbIX;
o Health check - /healthz - 6a3oBas npoBepka »XMBOCTU NpoLiecca.

2.2 JOB-ponp?

Ho penusa 1.27.0 pna otnoxeHHbix odepeneint (delayed-job) n obpaboTumka
BxoaAawen noutbl Clacks He A0CTYnHbI MapLIpyTbl AN peryaspHbiX nposBepoK. [ns
c/lefyoLLmMX KOMMOHEHTOB MUCMOJb3YHTCA CAeAyoLMe MapLIPYThI:

. koMnoHeHT pdf: /teapot Bo3BpawiaeT cTpoky "I am a teapot". Vicnonb3synte
JaHHyo perynsapHyto nposepky TOJIbKO B cay4asax, ecam Baw 6asiaHCUpPOBLUMK/CUCTEMA
MOHUTOPUHIa YMEET NPOBEPSATb TENIO OTBETA;

. KoMnoHeHT sidekiq: / Ha oTaenbHOM nopTy 7433 Bo3BpawiaeT cTpoKy "Alive!",

Mocne penunsa 1.27.0 ncnonb3yroTcs CTaHAAPTU3MPOBAHHbIE MapLLPYThI:

. Readiness check - /readyz - npoBepka roTOBHOCTM MPUJIOXKEHUS, BKJIKOYas
[OCTYMNHOCTb 6a3bl JaHHbIX;
. Health check - /healthz - 6a3oBas npoBepka »XMBOCTU npoLecca.

2.3 REALTIME-ponb?

o pennsza 1.27.0 apns o6paboTyumka ovepeam Sneakers He 4OCTYMNHbI MapLIPYThbl A1
perynspHbIX NPOBEPOK:

. koMnoHeHT FAYE: /teapot Bo3BpaliaeT cTpokKy "l am a teapot". Micnone3synTte
JaHHyto perynspHyto nposepky TOJIBKO B cnyyvasx, ecam Bawl 6anaHCUPOBLUMK/cUcTEMA
MOHUTOPUHIa YMEET NPOBEPSAThL TEJIO OTBETA.

Mocne penunsa 1.27.0 ncnonb3yroTcs CTaHAAPTU3MPOBAHHbIE MapLLPYThI:

o Readiness check - /readyz - npoBepka roTOBHOCTU MPUJIOXKEHMUS, BKJIHOYas
JOCTYNHOCTb 6a3bl AaHHbIX;
. Health check - /healthz - 6a3oBas npoBepKa »XMBOCTU npoLiecca.

2.4 OnoseLleHns («anepTbi»®)

Co CTOPOHblI CUCTEMbI MOHUTOPUHIA PEKOMEHAYETCA HACTpPOUTb cCeayrLuine
onoeeLlieHnA (aneprl) Ha OOCTYMNMHOCTb NMPUNOXKEHUA:

o /healthz HepgocTyneH 6onee 1-2 MUHYT (y 1060 posin);
. /readyz Bo3BpaLLaeT oWmnbKy 6onee 1 MUHYTHI;

4 JOB-posb - posb poHOBOro 06paboTumKa, KOTOPbIN BbINOAHAET aCMHXPOHHbIE 3a[3a4M U3 oYepeu.

5 REALTIME-ponb - ponb, KoTopas obecrneymMBaeT OOGCAy>XXMBaHWE 3arnpoCoOB B MOMEHT WX
NOCTYMNJIEHUS.

5 ANlepT - MrHOBEHHOE YBE,0MJ/IEHME O BaXKHOM COBbLITUU, U3MEHEHWUU UK NpobieMe.
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° BHeLwwHuM URL’ cucteMbl Ha 1t060€e NpoCTPaHCTBO HEAOCTYMEH;

° P95 BpemeHu oTBeTa app Bbille 1-2 cekyHpA, B TeyeHune 5-10 MUHYT;
. nons HTTP8 5xx Bbiwe 1-2% 3a 5 MUHYT;

. poct HTTP 429.

2.5 CuHTEeTMYeckue TecThbl
PekomeHayeTcsa npoBepaTh CAeAyOLWMIA CLUEHAPUIA:
1. OTKpbITb CTpaHMLy BXO4a B MPOCTPAHCTBO.

2. [MpoBepUTb, YTO CTpPaHULLA BXOAA OTKPbLIBAETCS M OTBEYAET 3a NMpuemMsieMoe
BpeMs (UeneBoe BpeMsi OTBeTa B 06/1a4HOM MoAenu NpefoCTaB/IeHUsI MPOrpaMMHOro
obecrnievyeHusa (SaaS) - <3c; B cpedax 3aKasuMKa [aHHbIM LIEJIEBOM CPOK COM1aCHO
cornawueHmo 06 ypoBHe o6cny>knBaHms (SLA) ycTaHaB/IMBaEeT caM 3aKa3uuK BHYTPU).

PaclumpeHHbIN cueHapui Tak »ke byaeT BKAKYaTh:

1. BbInoNHUTB BXOA, TEXHUYECKUM MOJIb30BaTE/IEM.

2. [MpoBepuTb ycnewHbIM nepexos B uHTepdenc cneuymanucta UM Ha noptan
caMo0ob6Cy>KMBAHUS.

3. OTKpbITb CMMCOK 3arpocoB.

7 URL - afipec MHTEPHET-pecypca, KOTOpbIi MCNoNb3yeT 6pay3ep, 4ToBbI HATU U OTKPbITL HYXKHYIO CTPaHMLLY,
daiin unm cepsuc.
8 HTTP - Habop npasBuia o6MeHa JaHHbIMW.
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3 KUBERNETES? M KOHTEMHEPGI

Heobxoanmo  oTcnexusaTb  6a30Bbld  cTaTyC  KOHTenHepos/nomos!0,  mx
ncnosib3oBaHue npoueccopom/namatbrio (CPU/memory).

B Kubernetes Heobxogmmo oTcnexmBaTb cobbiThs, HanpuMep, CrashLoopBackOff,
ImagePullBackOff, OOMKilled.

3.1 Ponb npunoxxkenus (Pons APP)

Ona ponn APP Ba)xHO oTcnexkuBaTb noTpebaieHMe npoueccopa M MNaMaTu
(CPU/memory) KoHTelHepaMu app.

Ba)kHO MOHMMaTb, YTO MaKCMMasIbHOE KOJIMYECTBO YTUJINBUPYEMBIX SJEP PaBHO
KonnyecTBy Bopkeposl! koHTelMHepa APP. He cnefyeT npeBbilaTh KOJIMHECTBO BOPKEPOB,
Be/b 3TO MJIOXO CKaXKETCs Ha BPEMEHW OTBETA U HE MOBLICUT NPOU3BOAUTE/ILHOCTb.

Ka>kaplh BOpKep B CpeAHEM MCnosib3yeT B paroHe 1 [6 onepaTuBHOM MamMaTw.
PekomeHayeTca 3aknaabiBath 1.5 [6 onepaTnBHOM NaMsATU Ha BOPKeEP.

B onoseLeHmax (anepTax) HMUKe NoKasaHbl OTHOCUTE/IbHbIE 3HaYeHUus. HeobxoamMmo
paccyYnTbIBaTb IMMUTbI HA OCHOBaHUM 1 aapo 1 1.5 ['6 Ha BOpKep, Kak OMMCaHO BbILLIE.

OnoseleHus (aneptbl) APP:

1. MoTpebnenune npoueccopa (CPU) KoHTenHepoM >80% B TeyeHMe 5 MUHYT.

2. MoTpebneHune onepaTuBHo namsiTn (RAM) koHTelHepoM >90% B TeueHune 15
MUHYT.

3. KonnyecTBo »KenaeMbiX penik U AOCTYMNHbIX PENJIMK OT/INYAETCa He bosiee

yeM Ha 20%.

3.2 JOB-posib

Ons JOB-posm BaXKHO OTCNEXMBATb HE CTOJIbKO NoTpebsieHMe pecypcoB, CKOJIbKO
POCT o4vepeaen.

N8 NonyYeHUs TEeKYLLMX CYETUMKOB o4epeaent MOXKHO UCMOJ/Ib30BaTh CAeAYHOLLMIA
3anpoc SQL12

SELECT dj.queue, COUNT (*)
FROM delayed jobs dj
WHERE dj.failed at IS NULL
AND dj.run at <= NOW() + INTERVAL ‘5 MINUTE’
GROUP BY dj.queue;

? KUBERNETES - nporpaMMHas nnaTpopMa € OTKPbITbIM UCXOAHbIM KOAOM A/ aBTOMaTu3aLumn
pa3BepTbIBaHUS, MaCLLITabUPOBAHUS U YNPaBAEHNSI KOHTEMHEPU3UPOBAHHBIMU MPUSTOXKEHUAMNA.

10 Mopbl - camble MasieHbKME Pa3BEPTbIBAEMbIE BbIYUC/UTENIbHBIE €AMHMULbI, KOTOPblE MOMHO
€034aBaTb M KOTOPbIMU MOXHO yrnpaesaTh B Kubernetes.

11 Bopkep - 0TAe/IbHbIN NPOLLECC UK CEPBUC, KOTOPbIN BbINOHSAET paboTy B hoHe.

12 SQL - s3bIK 3aNpocoB K 6a3aM AaHHbIX.
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OnoseLeHus (aneptoi) JOB:

1. JTtob6as ovepenb 6onblie 1000 3aaau.

2. BospacT cTapoi, camon oxkugaroLen 3agaqm:

o oyepeb CPOYHbIX (urgent): cTapiue 1-2 MUHYT;

o oyepeb 6bIcTpbIX (fast): cTaplie 5 MUHYT;

o oyepeab HopMasbHbIX (normal): ctapwe 15 MUHyT;

. oyepenb MeaneHHbIX (slow): ctapue 30-60 MUHYT.

3. Heynaslwivecs ¢oHosble 3aaaun (Failed jobs) pacTyT HenpepbiBHO.

4, Oxkupatouime 3aeeplueHus 3agaum (Locked jobs) 3aBucim 6onblie, 4em Ha 2
yaca (7200 cekyHpa,).

5. MoTpebneHune npoueccopa (CPU) koHTelHepoM >80% B TEYEHUN 5 MUHYT.

6. MoTpebneHune onepaTuBHon namsTn (RAM) koHTelHepoMm >80% B TeyeHun 15
MUHYT.

7. KoanyecTBo »KenaemMblx PenIMK U AOCTYMHbIX PENINK OT/INYAETCs He 6onee

yeM Ha 20%.

3.3 REALTIME-posib

OnoseleHuns (aneptbl) REALTIME:

1. JTtob6as ovepeab 6onblie 1000 3aaau.

2. MoTpebnenune npoueccopa (CPU) KoHTenHepoM >80% B TedeHME 5 MUHYT.

3. MoTpebneHne onepatusHom namaTn (RAM) koHTeltHepoMm >80% B TeueHue 15
MUHYT.

PexkomeHpaLmm no MoHUTOPUHrY RVS




4 BANNAHCUPOBKA

Co cTOpOHbl 6anaHCUMPOBLLUMKA HarpyskM PEKOMEHAYeTCs WMMETb Cleayloline
onoselleHus (anepThbl):

1. HeT 300poBbIX 63K3HA0B.

300poBbIX 63K3HA0B MeHbLLe 80% OT 0XKMAAeMOro KoJsiM4yecTBa.
5xx oT 63k3HAa >1-2%.

P95 Bpemenn otBeTa APP >1-2 ceKyHa.

P99 BpeMeHM oTBETa CUJIbHO BbiLLe 6a30BOro YpPOBHS.

PocTt 429.

Owmn6km TLS Handshake®® pacTyT.

No kb

13 TLS Handshake - HayanbHbIM 3Tan yCTaHOBJIEHUS 3aLUMLLEHHOIO COeAMHEHNS MEXKAY K/IMEHTOM U
CEepBEPOM, B XO[le KOTOPOro OHM [0roBapuBalOTCs O MapameTpax LUMPPOBaHUS, NPOBEPSIOT cepTudUKaT U
co34al0T 06LLMe KUKM A9 AasibHENLLIEN 3alUTbl AaHHbIX.
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5 BA3A OAHHbIX

ba3a gaHHbIX, KaK 1 B JIIOOOM NPUAOXKEHUMN, ABNSETCAS KPUTUYHOM 3aBUCUMMOCTbHO.
Heobxoammo oTcne)xkmBaTb €€ AOCTYNHOCTb U NMPOM3BOAMUTENIBHOCTb, BeAb €€ aerpagaums
NPsSIMO B/IMSIET HA AOCTYMHOCTb MPUJIOXKEHMS.

B naHHOM pyKOBOACTBE He paccMaTpuBalOTCs ornoBelleHus (anepTbl) ans 6asbl
OAHHbIX, BeAb apxuTeKTypa b/l 3aBUCUT OT MHCTannsumn. PekomeHayeTcs npopabaTtbiBaTh
CMUCOK OMOBELLLEHUI (a1epTOB) OTAEBHO.
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6 REDIS'* U MEMCACHED?>

HoctynHocTb Redis onpenenseT BO3MOXXHOCTb WMCMOJ/Ib30BaHMA 4YacTuU GYHKUMNA,
KOr[ia B TO »Ke BpeMs AoCTynHocTb Memcached onpenenseT cCOCTOsiHME K3LLUMPOBaHMAL.

Ba)KHO OTMeTUTb, YTO 6€e3 K3Llla MOXKET CUJ/IbHO BbIpacTu Harpy3ka Ha APP-posib u BJ1
KaK pensauMOHHYH0, TaK U aHAIMTUYECKYHO.

OnoseleHus (aneptsbl) Redis:

1. Redis HegocTyneH.

2. MoTpebnenune npoueccopa (CPU) KoHTenHepoM >70% B TedeHMe 5 MUHYT.

3. MoTpebneHne onepatnsHon naMat (RAM) koHTenHepoM >80% B TedeHune 5
MMUHYT.

4. BbiTecHeHue kntoyei (Evictions) > O Ha NOCTOSAHHOI OCHOBE.

5. PocT 3apep>kkn oTkAuKa (redis latency).

OnoseleHus (aneptbl) Memcached:

1. Memcached HepocTyneH.

2. MoTpebnenune npoueccopa (CPU) KoHTenHepoM >70% B TedeHMe 5 MUHYT.

3. MoTpebneHne onepatnsHomn naMat (RAM) koHTenHepoM >80% B TedeHne 5
MUHYT.

14 REDIS - HepensumoHHas CYB/, ¢ OTKpbITbIM UCXOAHbLIM KOAOM.
15> MEMCACHED - cuctema K3lmpoBaHus JaHHbIX B ONEepaTUBHOMN NaMsATU.
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7 RABBITMQ?¢

HoctynHocte RabbitMQ onpepenser paboTy @YHKUMM peasibHOro BpPEMEHMU
(Realtime) B npmnnoxeHuun.

Ba)kHO OTMeTUTb, YTO B CBA3U C peanmsaumert Npyu HegocTynHocTu rabbitmq app-
BOPKEPbI MPWUJIOXKEHUSI MOryT OTBeYaTb Ha 3 CeKyHAbl [oJblle - 3TO 06YC/I0BJIEHO
Ha/IMYMEeM «aBTOMATUYECKOro BbIKIOYaTeNns» (circuit breaker), koTopoMy Heo6bxoaMMo
OTKPbITbCA Ha NEPBbIX 5 HeyAaBLUMXCS 3anpocax.

OnoseleHus (aneptbl) RabbitMQ:
1. RabbitMQ HepocTyneH.

2. CpaboTana «TpeBora o namatu» (Memory alarm).

3. Cpa6boTan «anckosbiit Tpurrep» (Disk alarm).

4. JTrobas o4vepenb pacTeT HEMPEPbIBHO 5 MMHYT MM MpPEBbILLIAET KAaKOM-TO
©a30BbI MOPOT.

5. MapameTp messages_unacknowledged pactet 5-10 MWHYT uam gonro He
CHWMXKaeTcs.

16 RABBITMQ - pacnpeaenéHHblii U FOpU3OHTasIbHO MacluTabupyembliii 6pokep coobLLEeHMIA.
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8 OPENSEARCH?’

HoctynHocTb OpenSearch onpeaenseT BO3MOXXHOCTb MCMO/1b30BaHUS 601bLLIMHCTBA
YHKUMIM aNns paboTbl 0TOBpaXKeHUM 1 Noncka. BayxkHo 3aMeTUTb, 4TO 6e3 opensearch 6yayT
MCrnosib3oBaThCsl «pe3epBHble 3anpockl» (fallback-3anpockl) B pensumoHHyo B, 4TO
BbI3OBET MOBbILUIEHHYH HArpy3Ky Ha Heé.

OnoseleHuns (aneptbl) OpenSearch:

1. MeTpuka cocTosHus 300poBbs Knactepa (Cluster health) He 3eneHas:

° YXentas gonbwe 10-15 MUHYT;

. BosHuKkNa KpacHas.

2. IOunckoeble noporu (Disk watermarks) npeBblilieHbl (Mcnoab3oBaHWE AMCKOBOIO

npocTpaHcTia (disk usage) Bbilie 80-85%).
3. PacTyT oTK/IoOHeHHbIe 3anpock! (Rejected requests).

17 OPENSEARCH - BbicOokonpoussBoauTesibHas MOMCKOBas M aHa/IMTUYECKas CMCTeMa C OTKPbITbIM
NCXOAHbIM KOZ,0M.
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9 10T N OWUNBKW NMPUJTOXXEHWNA

PekoMeHayeTcs LeHTpasiM3oBaHHO cobupaTb stdout/stderr!® Bcex KoHTelMHepos.
Jlorn fo1>KHbI KOpPENMpPoBaThCs No NAeHTUDUKATOPY TpaccMpoBKu (trace id).

KpuUTWyHbIe KaTeropmu J10ros:

1.

LA SN

Nckntouenus (Rails exceptions) nnum npoumne HTTP 5xx.
Owwnbkn obpaboTumkos JOB.

Owwnbkn Redis/OpenSearch/PostgreSQL/RabbitMQ.
MeganeHHble 3anpocsl (Slow SQL (Slow queries)).
CobbITna IMmMuTa 3anpocos (rate limit).

18 stdout/stderr - cTaHAAPTHbIE NOTOKM BbIBOAA.
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10 PACMNPEAOEJIEHHAA TPACCUPOBKA

C Bepcuun 1.26 B NpUIOXKEHMM AOCTYMHa pacnpeneneHHas Tpaccmposka (Distributed
Tracing) Ha 6a3e Openlelemetry. OHa nosBossieT cobupaTb MHOOPMALMIO O KaXKAoM
3anpoce, NpoxoasLLeM Yepes app 1 3agadvax delayed job, ncxoasuiem ns storo 3anpoca.

N3-3a CTaHAapTU3aLUK OpenTelemetry BO3MOXKHa WHTEerpauus C
6a1aHCMPOBLLMKAMW Harpy3KMu.

Ha ocHoBe uHpopMauum pacnpegeneHHOM TPacCUPOBKU ABASETCSA MpPaBUJ/IbHBIM
HabnoaeHUWe 3a:

1. 3apepka (Latency) (P50, P95, P99).

2. O6uas nponyckHas cnocobHocTb 3anpocos (request throughput).
3. Honsa owmnbok (Error rate).
4, MegieHHble KoHeYHble TodkM (Slow endpoints).

Ona nHpopmaumm no Hactpomke paboTbl Openlelemetry HeobxoamMmo 3aBecTu
3anpoc BeHO0pY.
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