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1 OBLLAA MUHOOPMALMA

RVS nopaep>kuBaeT aByxdaKTOPHYO ayTeHTUbUKauuio (2FA) ans 3amTbl yH4ETHBIX
3anucemn Nosib3oBaTesIen OT KOMMPOMeTaLU MU Naposien N HECAHKLMOHMPOBAHHOIO AOCTYynNa.

IByxdakTopHas ayteHTudUMKauma (2FA) aBngeTcsa 4acTblo BCTPOEHHOro KOHTYpa
6e30nacHOCTM NNaTHOPMbl U MOXKET UCMOJIb30BATLCS:

. AN NoKanbHoM ayTeHTMdUKaumm B RVS;
. coBMecTHO ¢ EanHbIM BxoaoM (Single Sign-On (SSO));
. KaK 0643aTesibHag NoIMTUKa 6e30MacHOCTU OopraHM3aLuu.

Mocne BkAoYeHMa AByxpakTopHol ayTeHTuduKauum (2FA) nonb3osaTesnb
NoATBeEPXKAAEeT BXOA, ABYMS HE3aBUCUMbIMU HaKTOPaMM:

o JIOTVIH 1 NMapo/ib;
o OZIHOPA30BbIlM KO, MOATBEPXKAEHUSI.

[ByxdakTopHasa ayTeHTudumKauma B RVS




2 MOAAEPYXVUBAEMBIE METO,bI IBYX®AKTOPHOM
AYTEHTUOUKALLUU (2FA)

OcHoBHOM MeToa, AByxdaKTOpHOM ayTeHTUduKaumm B RVS — wucnonb3oBaHume
NPUIOXKEHNN-ayTEHTMDUKATOPOB € oaHopa3osbiMu TOTPL-koaamu.

Mopaepr>kmnsatoTcs ctaHaapTHble RFC62382-coBMecTUMble NPUIOXKEHMS, BKHOYas:

o Google Authenticator;

Microsoft Authenticator;

Authy;

Axnpekc-Kntoy;

Bitwarden;

apyrne TOTP-coBMeCcTMMbIe MPUIOXKEHMS.

1TOTP - anropuT™ reHepaLmmn 04HOPa30BbIX Naposieit.
2 RFC6238 - nporpammbl, peanusywowime aaroput™ TOTP, onucaHHbIi B COOTBETCTBYHOLLEM

CcTaHgapTe.
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3 MPOLLECC BKJIHOYEHUSA OBYXOAKTOPHOM
AYTEHTUOUKAL NN (2FA)

ns aktuBauum aByxdaKTOpHOM ayTEHTUPMKALMM MONb30BaATEb:

1. MHnummpyeT BKItOYeHMEe AByxdaKTopHOM ayTeHTudukauum (2FA) B
HaCTpOMKax 6e30nacHoOCTY;

2. [Mony4aeT ccbl/IKYy NOATBEPXKAEHUS;

3. [MogkntoyaeT NpUaoXKeHne-ayTeHTUUKATOP;

4, [MoaTBepXKAaeT HAaCTPOMKY O4HOPA30BbIM KOAOM;

5. MonyyaeT KJ/oYM BOCCTAHOB/AEHUS (recovery-KoApl) A48  aBapuUIAHOIO

BOCCTaHOBJ1IEHUA O0CTYMAa.

Mocne ycnewHom akTUBaLUMK NoJ1b30BaTe b MOyHaeT YBEAOMIEHUE O BKJTHOYEHUU
nByxdakTopHoM ayTeHTUdUKauum (2FA).
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4 KJTKO4YN BOCCTAHOBJIEHNA (RECOVERY-KObl)

Mpu BK/ItOYEHUM ABYXPAKTOPHOMN ayTeHTUdMKauumn (2FA) cuctema aBToMaTUYECKM
reHepMpyeT Habop K/IloYel BOCCTaHOBEHUS (recovery-KoaoB).

4.1 Ha3HauyeHue Karoyel BocCTaHOBJIEHUA (recovery-Koa0B)

JaHHble Koabl UCNO/b3YHOTCA A1 BOCCTAaHOBAEHUS A0CTYMNa B CAy4dasnX:

notepu TenedoHa;

yAaneHus npuaoXKeHuns-ayTeHTuduKaTopa;
He40CTYMHOCTM BTOpOro ¢aKkTopa;
aBApPUMHOroO AO0CTYMa K yY4E€THOM 3anucu.

4.2 OcobeHHOCTH paboThl

Kaxkapli KoY BOCCTaHOBEHUS (recovery-Ko) SIBASETCS O4HOPa30BbIM;

. Npu NOBTOPHOI HacTponke AByxdakTopHoM ayTeHTUdUMKauum (2FA) cTapble
KJ1F04YM BOCCTAHOBJ1IEHMS (recovery-Kobl) aBBTOMaTUYECKU CTAaHOBATCSA HE,ENCTBUTEIbHbIMMU;
o cny>kba noanepXXkm He MOXKET BOCCTAHOBWUTb AOCTYyN MoJsib3oBaTesis 6e3

KJIHO4EN BOCCTAaHOB/IEHNS (recovery-KoaoB).
RVS pekomMeHAayeT XpaHUTb AaHHbIe KOAbl B 3aLLMLLLEHHOM MeCTe.

4.3 YBegoMaieHus 6e3o0nacHOCTH

RVS aBTOMaTMyeckn yBeAOMASIET MNOJib3oBaTe/NleM O cobbITUAX 6e30MacHOCTH,
CBSA3aHHbIX C ABYX$aKTOPHOM ayTEHTUDUKALMEN.

Moanep>kMBaroTCs YBEAOM/IEHUS:

Hayas10 aKTMBaUumM AByxdaKTopHOM ayTeHTUdUKaumm (2FA);

ycrneLlHoe BK/toYeHne AByxdaKTopHoM ayTeHTUdUKaumm (2FA);

OTKJ/ItoYEeHUe ABYyXdaKTopHOM ayTeHTUdUKauum (2FA);

MCNOJIb30BaHUE KJ104a BOCCTAaHOB/IEHUS (recovery-Koaa) A1 BXoAa.
YBeaomneHunss copaepyaT MHPOpMaLUO O cOObITUM M MOMOraroT onepaTMBHO

BbISIBISITb MO403PUTE/IbHYHO aKTUBHOCTb.
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5 OBA3ATEJIbHOE NCMNOJIb3OBAHUE ABYX®AKTOPHOW
AYTEHTUOUKAL NN (2FA)

RVS nognep>xmBaeT NPUHYAUTESIbHOE MCMNO/Ib30BaHMe  ABYX(haKTOPHOM
ayTeHTMdUKaLMM Ha YPOBHE akKayHTa (MpocTpaHCTBa).

5.1 NonnTtuka «TpeboBaTb ABYXPAKTOPHYHO ayTEHTUPUKALLUIO»
I'IpM BKJTKOHEHUU MOJIUTUKU:

o BCE MOJIb30BAaTE/IM aKKayHTa (MNpoCTpaHCTBa) 06s3aHbl  UCMOMb30BaTb
npyxdakTopHyto ayTeHTUdUKaumio (2FA);

° noctyn 6e3 BToporo ¢pakTopa 6,10KupyeTCs;

o TpeboBaHMe pacnNpPOCTPaHAETCs Ha BCEX 3apPErMCTPUPOBAHHbIX MNOIb30BaTe/1EN

aKKayHTa (MpocTpaHCTBa).

MonnTMka MoOXKeT ObITb aKTUMBMPOBAHA TOJILKO MOC/Ee TOro, Kak Bageney,
NPOCTPAHCTBA CaM BKJOYUA  ABYyXPaKTOpHYt ayTeHTudukaumo (2FA) pna ceoero
NPOCTPaHCTBa.
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6 MHTEMPALLINA C EOVNHBIM BXOO0M (SINGLE SIGN-ON (SSO))

RVS nopaepmBaeT MHTErpaumio ¢ kopriopatneHbiMu SSO/SAMLE-nposangepamu.

6.1 CueHapuit 1 - nokanbHaa ApyxdaxkTopHas ayTeHTudukauma (2FA)
BHYTpu RVS.

lMonb3oBaTensb:

1. MpoxoanT ayTeHTUdMKaumo Yepes EauHbin Bxog (SSO);

2. [1ononHUTeIbHO BBOAUT Ko, ABYXdaKTopHOM ayTeHTUdUKaumum (2FA) RVS.

CueHapuin ncnonb3yeTcs NpyM HeobXoaMMOCTU AO0MNOJIHUTE/IbHOINO YPOBHS 3aLLMThI
BHYTPM NNAaTPOPMBbI.

6.2 CueHapuit 2 - MHorogaKkTopHas ayteHTudukaums (MFA) Ha cTopoHe
BHELUHEero npoeanaepa naeHTndumKauun.

Monb3oBaTesib MNPOXOAUT MHOrodakKTopHyro ayTeHTudukaumo (MFA) BHyTpu
KOPNOpPaTUBHOIO NpoBangepa naeHTndmnKaumu:

Microsoft Entra ID (Azure AD);
Okta;
Keycloak;
ADFS;

) apyrux SAML-nposangepos.

B 3ToM cnyyae RVS MoXKeT He 3anpallumnBaTh AOMOJAHUTENbHbIN KOA, ABYXhaKTOpPHOM
ayTeHTuduKauum (2FA).

Tako  noaxol  COOTBETCTBYET  enterprise*-npakTuke  LEeHTPasIM30BaHHOIO
yrnpaBaeHma ngeHTudukauymen n 6e€3onacHoOCTbHO.

3 SAML - OTKpbITbIN CTaHAAPT 06MeHa JaHHbIMU ayTeHTUOUKALUN.
4 Enterprise — KpynHas koprnopaTusHas MHGPacTPyKTypa Uan cpeaa.
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7 BESOINACHOCTb 1 KOHTPOJ1b AOCTYTIA

MexaHnsm aByxdakTopHoM ayTeHTUdMKaumm (2FA) BcTpoeH B o6LMIA npoLecc
ayTeHTUdUKauum NaaTdopMbl U UCMOb3YETCS COBMECTHO C:

NOJIMTUKAMM Naposen;

EanHbiM Bxogom (SSO);

ayauUTOM CoObITUIM 6€30MacHOCTH;

KOHTPOJIEM aKTUBHbIX CECCUI;

HacTpoMKaMmM 6e30MacHOCTU aKKayHTa (MpoCcTpaHCTBa).

HacTponku 6e30macHOCTM M MNOJUTUKKU  ABYXPAKTOPHOM  ayTeHTuduKaumm
yrnpaBaarTCs Yepes KoHcosb «HacTponkn — besonacHOCTb».

Hoctyn K HacTpoOWMKam NMMEKT MoJ1b30BaTEJ/IN C COOTBETCTBYHOLL MU
AOMUHUCTPATUBHbIMU POJIAMMN.
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